Hunt for Interference
Like a Pro
Identifying and rectifying interference issues in a mobile environment is a challenging but critical
task. Mobile users near the interference source will experience degraded call success rates,
increased dropped calls, decreased battery life, poor voice quality, and reduced data throughput.
Detecting, locating, and finally eliminating these sources of RF interference are critical in
maintaining good user experience throughout the network.
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Overview
Radio spectrum (i.e. frequency range from 3 kHz up to 300 GHz) is a limited resource, and the proliferation of wireless applications and services has
increased the need to utilize more and more RF spectrum. As an increasing number of radio transmitters is added into the RF system, the higher
the potential for RF interference. Radio frequency interference can be defined as the effect of unwanted energy due to one or a combination of
emissions, radiations, conduction, or inductions upon reception in a radio communication system, manifested by any performance degradation,
misinterpretation, or loss of information which could be extracted in the absence of such unwanted energy.

Figure 1: Spectrum measurement

Another useful classification of interference is whether or not the interference is produced by intentional or unintentional radiators of
electromagnetic (RF) energy. Loosely speaking, unintentional radiators are devices that intentionally generate RF energy for use within the device
but allow some of that energy to be radiated or “leaked” outside the device. An example of unintentional radiation is the RF energy emitted by a
digital timing component (clock) within a laptop or tablet computer. Intentional radiators are devices that are designed to generate and emit RF
energy. An example of an intentional radiator is an unlicensed wireless baby monitor. Basically, any increase of the noise floor of a receiver to a level
where the intended communication can be disrupted is defined as interference. With this definition, multiple categories of RF noise emerge:
1. Natural noise such as that produced by lightning (atmospheric noise or “static”) or by celestial objects (cosmic noise).
2. Man-made noise produced by unintentional or incidental radiation (as defined above) from such things as switching power supplies, certain
types of light fixtures, and computer clocks.
3. Aggregate man-made noise from a host of individual intentional radiators such as out-of-band emissions, harmonics and other spurious signals
emitted by many licensed and unlicensed devices.
4. In addition to these three categories of external noise, receivers also generate internal RF noise of their own (“instrumentation” or “thermal”
noise).
In communications, the noise floor is the measure of the signal created from the sum of these four noise sources plus the interference coming from
identifiable intentional radiators. It includes all signals other than the desired one. The noise floor is a critical parameter in communication system
design because the capacity (as measured in bits per second) of a channel or path depends upon (a) the bandwidth of the channel and (b) the
strength of the desired signal relative to the strength of these sources of noise and interference.
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According to Shannon Hartley theorem: C=B log2(1+S/N)
Where C is channel capacity measured in bits per second, S is the signal powers, N is the Noise, and B is the bandwidth of the channel.
Aggregated, unidentifiable interference from multiple sources tends to be noise-like in character and difficult to distinguish from natural sources of
RF noise and from the noise produced internally in the receiver. This can cause a net increase in the noise floor as well as adverse consequences for
wireless system performance by impacting the efficient and effective use of spectrum.
RF interference (RFI) in cellular networks is one of the most common problems in the radio access network (RAN). Different systems and services
such as mobile communications, mobile radios, paging, wireless local area networks, and digital video broadcasting each use an assigned spectrum
to avoid transmitting different services at the same frequency—causing signal collisions or interference. However, in some cases these and other
devices do unintentionally generate emissions that can add to the noise floor of other devices, causing interference issues.
Identifying and rectifying interference issues in a mobile environment is a challenging but critical task. Mobile users near the interference source will
experience degraded call success rates, increased dropped calls, decreased battery life, poor voice quality, and reduced data throughput. Detecting,
locating, and finally eliminating these sources of RF interference are critical in maintaining good user experience throughout the network.

Signal Modulation and Its Effects on Interference
Radio signals can be used to carry information. The information, which may be audio, data or other forms, is used to modify (modulate) a single
frequency known as the carrier. The information superimposed onto the carrier forms a radio signal which is transmitted to the receiver. The reason
we modulate is to insure that the information can reach a much further distance in a practical manner (limited antenna size) by superimposing it on
a carrier that can travel a much larger distance. These modulated signals may create interference either by being superimposed on another signal or
by generating harmonics, intermodulation, etc.

A harmonic of a signal is a component frequency that is a positive integer multiple of the frequency of the original signal. In wireless
communications and broadcasting, transmitters are designed so they emit a minimum of energy at harmonic frequencies. Normally, a wireless
device is intended for use at only one frequency. Signal output at harmonic frequencies can cause interference to other communications or
broadcasting. For example, a broadcast signal at 100 MHz (in the standard FM band) would have a second harmonic at 200 MHz, a third harmonic
at 300 MHz, a fourth harmonic at 500 MHz, and so on. Some or all of these harmonic signals could, if strong, disrupt activities in other wireless
services.

Figure 2: Signal and its harmonics
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Intermodulation
When signals at two different frequencies (f1 and f2) are applied to a non-linear circuit such as, in the simplest case, a semiconductor diode, they
create “intermodulation products” at their sum and difference frequencies (f1 - f2 and f1 + f2). Any harmonic distortion present on the original
signals also causes its own intermodulation (nf1±mf2). Multiple signals create multiple intermodulation products.
Because of the nonlinearities, the amplitude of intermodulation products depends on the signals that gave rise to the original signal. Generally
they are always lower in amplitude than intended source signals. In many cases the resulting interference is only of concern to very sensitive radio
receivers operating on weak signals. But this is still significant for the design of radio receivers themselves, and it can also be important for radio
installations where many transmitters are co-located with receivers operating on different frequencies.
Example:
If signal A is transmitted in a center frequency F1 and signal B is transmitted in a center frequency F2, intermodulation in third order will generate
four signals:
a. [2 x F1 + F2]
b. [2 x F1 - F2]
c. [2 x F2 + F1]
d. [2 x F2 - F1]
Similarly, intermodulation in the fifth order will generate signals as [3 x F1 + 2 x F2] and [2 x F1 + 3 x F2]. Subsequently, other products of higher
order are generated, each with lower signal strength.
A potential case of intermodulation in cellular networks is when different carriers are allocated in the same frequency band such as GSM and
WCDMA in the 800 MHz band or GSM channel 128 (center frequency FGSM = 869.2MHz) and WCDMA channel 4458 (FWCDMA = 891.6MHz). In
this case, the third order intermodulation will be:
a. 2 x FGSM + FWCDMA = 2,630 MHz
b. 2 x FGSM - FWCDMA = 846.8 MHz
c. 2 x FWCDMA + FGSM = 2,642.4 MHz
d. 2 x FWCDMA- FGSM = 914 MHz
In this example, the third order intermodulation described in (b) of 846.8 MHz is within the transmission band reserved for mobile devices which is
824 to 849 MHz.

Figure 3: Intermodulation example
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So to summarize intermodulation we need:
1. Mixing of multiple frequency components (two or more signals)
2. Non-linear device
All active devices (e.g. semiconductors, valves) are non-linear. Intermodulation caused by two or more frequencies being present at the same time
in a semiconductor is sometimes called “active intermodulation”. Once the two (or more) RF signals have got into an active device (e.g. one through
the input pins and another through the power supply pins) intermodulation products will be created. A non-linear characteristic can cause cross
frequency signal products to be produced and emitted. Those cross-frequency signals might cause interference within their own system’s operating
band or cross over into other systems. It is necessary to resort to careful cabling routing, cable shielding, PCB layout, filtering and shielding to ensure
that active devices are only exposed to the frequencies that are supposed to be present.
Electrical joints and connections often act as a non-linear “passive” node. Some of the common examples would be a steel fence, a rusty metal
roof or bolt, or even corroded coaxial cable elements. The corroded junction may act like a rectifying diode and mix all the signals hitting it
from surrounding transmitters; this process of signal generation is called “passive intermodulation.” This is more commonly considered to be an
installation or maintenance problem.

Figure 4: PIM generation issue

Intentional Radiators
As discussed earlier, intentional radiators are man-made sources generating out-of-band emissions, harmonics and other spurious signals. These
signals, located within the transmit band of the transmitters, may not be completely filtered at the transmitter. In some cases, since these signals
originate from a colocated transmitter, they are out-of-band signals at the receiver and can be filtered out at the receiver input. Filtering attenuates
the signal but does not suppress it completely, and the residual energy can still adversely affect the receiver’s sensitivity depending on how strong
the signal is and how much it can impact the receiver noise floor. Typically, receivers have a wideband frequency response, and therefore any signal
energy (even if it is outside the receiver’s desired frequency band) can desensitize it. Some of the sources and reasons for receiver desensitization or
interference are:
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1. BDA (bi-directional amplifiers): when there is inadequate isolation between the donor and the service antenna, the receiver can be overdriven,
which can cause major interference issues.
2. Improper spectrum clearing: before the deployment of a new technology (like LTE), it is essential that the spectrum be properly cleared for the
desired network area.
3. Poor RF design or challenging RF environment: this can cause too much overlap and unnecessary overshoot, and can create scenarios where
mobile can see strong signal from cells which are not dominant, causing poor SiNR and impacting system available capacity. As shown in
figure 5, due to significant RF overlap, even at strong RSSI (-60dB), 2 or 3 other servers coming in very strong can increase the noise floor of
the network. It is therefore necessary to reduce the overlap as much as possible.

Figure 5: RF waste graph showing too much overlap of RF sector coverage

4. Co-siting: this is a very common industry practice, where multiple operators are placed on a single cell tower; if done right, it should not cause
any concern. Ideally, the power output from a transmitter should lie completely within the assigned frequency band without any splatter into
the adjoining frequencies. However, in reality the output power is spread over a much larger band than the assigned bandwidth. Filters placed
at the output of the transmitter serve to attenuate the broadband noise, but cannot eliminate it completely. The portion of the residual
broadband noise that lies in the receiver’s in band will enter the receiver and raise its noise floor, effectively reducing the receiver sensitivity.
This noise cannot be filtered at the receiver since it occupies the same frequency band as the receiver’s desired signals. However, if the noise is
too low, it may not impact the performance of the receiver. Choosing the right filters is essential in ensuring interference issues are minimized
if not eliminated completely.

Best Practices to Protect Against IntentionalRadiators
Some of the best practices to ensure interference is minimized are
1. Proper system RF planning (frequency, PCI, PSC etc.), understanding the design first and foremost
2. Minimizing sources of local radiation interference using shielding, RF chokes, ferrite beads, and RF absorbing materials
3. Avoiding improper installation and out-of-spec components, which can cause PIM, leakage, arcing, and grounding. Poor RF cabling, RF
connectors and RF adapters can leak RF energy that can find its way into the receiver by many conduits. High standing waves (VSWR) within
these devices can also create just the right ingredients for raising the noise floor in the receiver dramatically.
4. Selecting the right antenna, and eliminating omni antennas where they are not required, and instead using directional antennas with high
front-to-back ratios
5. Proper antenna placement, spacing, orientation, polarization, and height above ground, as well as insuring there are no sources of reflection in
the close vicinity of the antenna
Proper co-location filters should be used to prevent the interference that often exists when RF base stations are co-located.
The distribution of root causes of poor RF performance of a base station will vary greatly based on market conditions. However, based on the
data collected over the last few years by field engineers, it is obvious that main culprit for poor performance is usually an issue related to the base
station itself and not so much to an external interference source. It is a best practice to perform regular maintenance of base stations to ensure
excellent network performance and to maximize return on investment on network assets. In general, Tier One operators perform proactive cable
and antenna analysis on their base-stations multiple times a year.
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Figure 6: Highest Odds of cell-site related performance issues

Practical Implications of Interference in an LTE Network
Capacity, throughput, and user experience are all related to each other and are closely related to the radio conditions of the network. In LTE, the
mechanism by which resources are allocated to user equipment (UE) by the eNode-B (eNB) is called scheduling. Generally the idea is to maximize
the throughput of the cell, and to achieve that objective, the base station scheduler considers multiple factors such as traffic volume, QoS
requirement, and radio conditions. Before getting into basics of scheduling, it is important to understand following key terms.
Buffer Status Report (BSR)
BSR is the UE’s way of informing the network that it has certain data in its buffer and it requires grants to send this data.
Quality of Service (QoS)
QoS (Quality of Service) defines how particular user data should be treated in the network. QoS is implemented between the UE and the PDN
gateway and is applied to a set of bearers, e.g., VoIP packets are prioritized by network compared to web browser traffic.
Channel Quality Indicator (CQI)
CQI is a four-digit value sent to eNode-B(eNB) by UE as feedback for downlink channel quality. This helps eNB to allocate proper Modulation and
Coding Scheme (MCS) and Resource Blocks (RB) for the UE. Better CQI means better radio conditions (RF conditions with minimal interference and
best signal) which will allows the eNB to offer the highest modulation scheme (say 64QAM), meaning highest throughput, assuming the above two
conditions are already satisfied.
Consequently, higher the throughput, the higher the channel capacity. Channel capacity can be defined as the ability of a medium to pass the most
amount of information in the most efficient way. With the highest throughput available the radio channel acts as a six lane highway, versus a single
lane road. Larger amounts of data can be quickly shipped without a congested radio link.
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Figure 7: Scheduling dependency on RF conditions

Now let’s consider the scenario when interference is present in one resource block. As shown in figure 8, just a narrow band (180 KHz) of
interference in a 5MHz LTE channel can impact the channel capacity by 4%.

Figure 8: Effect of interference on one RB

If seven RBs were distorted because of interference, channel capacity can be impacted by 28% for a 5MHz channel, as shown in figure 9.
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Figure 9: Effect of interference on multiple resource blocks
Although LTE does offer a more robust RF interface with respect to interference, it can still be impacted by interference issues, therefore eliminating
interference is extremely important.

Tools for Hunting Interference
The overall process for troubleshooting interference is complicated and requires a certain level of RF expertise.
It generally starts either with a call from customer support to the service provider’s network operations center (NOC), or with the engineer
observing an anomaly observed in the key performance indicators (KPIs).
The next step is to perform an analysis of the alarms and a detailed analysis of the KPIs and logs coming out of the operational support system
(OSS) to see if the issue is a simple hardware failure or a configuration issue. If it is determined that it is neither of these, then the suspicion usually
points to some sort of interference-related anomaly.
At this point, an engineer usually visits the area where the performance issue was observed. In cases where KPI analysis indicates that the issue
may be only related to one cell site, the engineer can perform certain tests using a spectrum analyzer at the cell site. These tests help identify if the
source of the interference is internal to the cell site, or caused by an external source.
The whole process of interference hunting may require different tools depending on the scenario and the use case. Some tools are more efficient
under certain circumstances than others. In this paper, we will discuss some of the more efficient ways of hunting for interference and the
advanced solutions that are available in the market to locate interference in the most cost-effective way.
Two commonly used tools for interference hunting in the field are
1. Scanning receivers
2. Spectrum analyzer
Scanning receivers are usually used for network optimization and are useful in finding a general area of interference and for understanding
of detailed RF parameters. It is a very useful tool in detecting and identifying interference but has limited capability in isolating and locating
interference sources. Some of the newer scanning receivers do offer spectrum analyzing capability but still require a lot of manual intervention.
Spectrum analyzers are generally used with omni and directional antennas in locating interference sources. Some offer smart capabilities with an
additional software solution to autonomously identify interference sources.
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Figure 10: CellAdvisor Base Station Analyzer (spectrum analyzer) with AntennaAdvisorTM solution

Figure 11: Dual spectrum screen capture allows for a quick comparison between multiple channels simultaneously
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Spectrogram (A.K.A spectral waterfall) is another feature offered on some spectrum analyzers. This feature is particularly useful when attempting
to identify periodic or intermittent signals as it captures spectrum activity over time and uses various colors to differentiate spectrum power
levels. When the directional antenna is used to receive the signal, engineer will see a change in the amplitude of the tracked signal. As the engineer
changes the direction of the antenna, he or she will notice a change in the spectrogram colors. The source of the signal is located in the direction
that results in the highest signal strength.

Figure 12: Spectrogram capture
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Understanding Spectrum Analyzers Key Specifications and Principles
Spectrum analyzers are highly complex products with a wide variety of specifications that characterize the performance of each instrument.
Understanding some of these specifications and parameters of operation are essential in the proper execution of interference hunting.

Figure 13: Block diagram of a traditional swept spectrum analyzer.

The Power in Noise
Noise power present in in ever communications channels, Noise power is bandwidth dependent.

k = Boltzmann’s constant, 1.38E-23,
T = temperature in Kelvin (273 + temperature in centigrade, 293 is room temp.), and
B = bandwidth in Hz
When discussing RF power, we must always remember it varies over time. Average power is measured over a longer period of time relative to a
changing signal, whereas peak power represents the highest value over some period. Power also varies over frequency. Wider bandwidth signals
contain more power than narrow bandwidth signals. When discussing power, it is a common practice to simply and provide a value of power;
however, in RF systems without the bandwidth of the power value, the power value is meaningless. Therefore it is essential to always identify
power and the bandwidth for which it was measured.
Using the above mentioned thermal noise equation, noise power for some of the common communications channel is shown below.
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Technology

Bandwidth

Noise Power (dBm)

LTE

180 KHz (1RB)

-121

GSM

200 KHz

-121 (Frequency reuse >1)

cdma

1.25 MHz

-113

UMTS

3.84 MHz

-108

Adding 3dB of noise added by a radio’s antenna, cable, and receiver, the realistic noise floor is as follows.

Technology

Bandwidth

Noise Power (dBm)

LTE

180 KHz (1RB)

-118

GSM

200 KHz

-118 (Frequency reuse >1)

cdma

1.25 MHz

-110

UMTS

3.84 MHz

-105

The point of the above discussion is that the signal from the mobile device on the uplink has to be equal or better than the above power value
when arriving at the base station radio for demodulation. The presence of any type of interference can further impact the noise value, which can
mean one of the following.
1. Either the mobile has to transmit at a higher power to reach the radio, adding further to the noise floor of the RF network and draining its
battery.
2. A mobile device at the edge of the network will not be able to close the link and may be deemed out of coverage.
The above discussion was from an uplink perspective, as interference issues are more pronounced in uplink due to limited mobile power compared
to the base station radio power. However, downlink interference can also cause similar performance issues in the downlink.

Optimizing Sensitivity When Measuring Low-level Signals
A spectrum analyzer’s ability to measure low-level signals is limited by the noise generated inside the spectrum analyzer. This sensitivity of a
spectrum analyzer to identify low-level (weak signals) signals is affected by the analyzer settings. To measure the low-level signal, the spectrum
analyzer’s sensitivity should be improved by
1. Minimizing the input attenuation value,
2. Narrowing down the resolution bandwidth (RBW) of the RBW filter, and by
3. Turning on the preamplifier.
These techniques effectively lower the displayed average noise level (DANL), revealing the low-level signal, which is essential in some cases of
interference detection. In the next few figures we will show the effect of each of the settings.
Increasing the input attenuator setting reduces the level of the signal at the input mixer. Because the spectrum analyzer’s noise is generated after
the input attenuator, the attenuator setting affects the signal-to-noise ratio (SNR). Therefore, to lower the DANL, input attenuation must be
minimized. An amplifier at the mixer’s output then amplifies the attenuated signal to keep the signal peak at the same point on the analyzer’s
display. In addition to amplifying the input signal, the noise present in the analyzer is amplified as well, raising the DANL of the spectrum analyzer.
The re-amplified signal then passes through the RBW filter. By narrowing the width of the RBW filter, less noise energy is allowed to reach the
envelope detector of the analyzer, lowering the DANL of the analyzer.

Figure 14: Preamp off, RBW 1MHz, Noise level -90dBm.
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Programmable attenuation or gain is significant because it allows an RF instrument to measure signals at a variety of power levels. For example,
if you attach a broadband antenna to an RF signal analyzer, you would notice that many over-the-air wireless communication signals operate at
greatly varying power levels. Most FM radio stations can be observed at maximum amplitudes of around -50 dBm. Conversely, finding signals in
the GSM cellular band higher than -70 dBm is difficult unless you are near a base station. In an even more extreme scenario, GPS signals in the 1.57
GHz band might operate at power levels of -157 dBm and below.

Figure 15: Preamp off, RBW 100Hz, Noise level -100dBm.

Figure 16: Preamp on, RBW 100Hz, Noise level -115dBm

To achieve maximum sensitivity, a preamplifier with low noise and high gain must be used. If the gain of the amplifier is high enough (the
noise displayed on the analyzer increases by at least 10 dB when the preamplifier is connected), the noise floor of the preamplifier and analyzer
combination is determined by the noise figure of the amplifier. In many situations, it is necessary to measure the spurious signals of the device
under test to make sure that the signal carrier falls within a certain amplitude and frequency “mask”.
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Resolution Bandwidth (RBW) and Displayed Average Noise Level (DANL)
When measuring a low-level signal with a spectrum analyzer, the RBW determines the Fast Fourier Transform (FFT) bin size, or the smallest
frequency that can be resolved. When using a narrow RBW, the DANL of the spectrum analyzer is lowered, increasing the dynamic range and
improving the sensitivity of the spectrum analyzer. A serious drawback of narrow RBW settings is in sweep speed. A wider RBW setting allows a
faster sweep across a given span compared to a narrower RBW setting.

Figure 17: RBW impact on noise measurement

Displayed Average Noise Level (DANL)
DANL is the average noise level displayed on the analyzer. This can either be with a specific resolution bandwidth (e.g. -120 dBm @1 kHz RBW), or
normalized to 1 Hz (usually in dBm/Hz) e.g. -170 dBm(Hz).

Dynamic Range
Dynamic range describes the maximum and minimum signal amplitudes that you can measure simultaneously. The only factor that determines the
maximum signal level is the attenuation applied to the signal, but many different factors determine the minimum signal level. These factors include
noise introduced by the amplifier, spurs and harmonics, or carrier signal leakage (also known as LO leakage). More specifically, dynamic range is
the ratio of the largest signal that can be measured relative to the power of the greatest distortion, noise, or spur. Dynamic range is specified in
decibels, with a larger range as more desirable.
Spurs and noise can be introduced almost anywhere in the RF signal chain. The nonlinear characteristics of components such as mixers and
amplifiers often result in distortion products, each of which can produce spurs in the frequency domain. The bit resolution of the ADC can also
affect dynamic range. Generally, the greater the bit resolution of the ADC, the better the dynamic range is of the instrument.
Dynamic range is an important specification for low-amplitude measurements. The specification is even more essential when measuring a lowpower signal level next to a high-power signal. The dynamic range of the instrument determines the minimum signal that it can view next to a
high-power signal because the reference level of the instrument cannot be set below the maximum power of the high-power signal. This concept
is illustrated in Figure 18, which shows a low-power signal adjacent to a high-power signal. In this case an RF signal analyzer must have a dynamic
range of at least 60 dB to measure the smaller signal displayed in Figure 18.
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Figure 18: Dynamic range

Bandpass Filter for the Uplink test
All analyzers will create false signals when overloaded. Filters will prevent most overload situations and prevent chasing signals which are not
present in the environment. When overloaded, a spectrum analyzer will produce unwanted signals internally and display them along with external
signals. Injecting two signals into a non-linear device results in signals at additional frequencies (like intermods).

Figure 19: Nonlinear device and intermod generation
Using the analyzer’s built in attenuator to validate external interference is the easiest method to validate if the interference is external or generated
by the instrument. When internal attenuation is enabled, the spectrum analyzer will compensate, displaying external signals at the same level. For
example, an external signal displayed at -50 dBm will remain at -50 dBm when attenuation is added. Signals produced internally by mixing in nonlinear devices will not change amplitude in a linear fashion when attenuated. For example, an internal signal displayed at -50 dBm will change level
when attenuation is added.
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Understanding Path Loss
Path loss can help determine if the interference is impacting the base station. Using the knowledge of noise power measured by the spectrum
analyzer based on preamp, attenuation, and RBW, an engineer can estimate the power of the interferer’s transmit signal strength. The path loss
equation can be used to create a table to get an idea of the potential distance of the interferer:
FSPL(dB)= 20log10(d)+ 20log10(f)+32.44
Where, FSPL is the free space path loss, d is the distance of the receiver from the transmitter (km) and f is the signal frequency (MHz).
Example: for f= 751MHz; 20log10(751)+32.44 ≈90dB therefore:

Distance

FSPL

1m

≈30dB

100 m

≈70dB

200 m

≈76dB

400 m

≈82dB

1 km

≈90 dB

So every time the distance is doubled, loss increases by 6dB.

Interference Hunting: A Case Study
In this case study, we will discuss how engineers using multiple tools were able to detect, identify, and isolate an interference source by following a
step-by-step process of interference hunting. Some of the tools used in this exercise improved the overall interference hunting process and reduced
the target search area, as well as the time for pinpointing the potential interference source.
It all started with abnormally high customer complaints from a particular area. Network KPIs are usually a good starting pointing for detecting
a performance issue, and can help in identifying either a cell or a small cluster of cells being impacted by poor performance. Usually a sudden
negative jump in RF KPI (dropped calls [DC], access failures, low throughput, high frame error rate etc.) will indicate an issue. In the case of external
interference, sometimes multiple base station (BTS) sectors may be affected, depending on the signal power and location of the interference
source.
In this case, the network KPIs indicated that the DC rate for one sector in the general vicinity of the location where customer complaints originated
went up suddenly without any sudden jump in the network traffic. One key thing to always check before drawing any conclusions is to verify if
there was a sudden jump in mobile traffic, as sudden traffic jumps can negatively impact network KPIs under certain scenarios.

Figure 20: Sudden jump in DCR
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Around the same timeframe, the Received Total Wideband Power (RTWP), which is the total level of noise within the UMTS frequency band of
any cell, jumped. RTWP is related to uplink interference. Even with this information it was difficult to identify a small target area for interference
hunting.

Figure 21: Sudden jump in RTWP
However, in this case, the service provider had access to Viavi’s ariesoGEO solution. Using ariesoGEO’s location intelligence capability along with the
RANIL capability of the Viavi CellAdvisorTM Base Station Analyzer (BSA), engineers were able to further zoom into an area of the cell-sector with the
performance issue. In cases of high uplink interference, mobiles transmit at a much higher transmit power to close the uplink, as shown in figure 22.
Now engineers had a good view of the location with high transmit power.

Figure 22: High mobile transmit power observed

Armed with this information from the ariesoGEO solution, engineers could now conduct further field testing in a relatively localized area to validate
the presence of interference and to pinpoint the source of interference by using the CellAdvisor BSA along with the AntennaAnalyzerTM solution.
After an initial survey of the cell site, interference hunting activity was initiated. The first task was to inspect the uplink and downlink channel by
using the dual spectrum capability of CellAdvisor BSA. The downlink channel, which was centered in 882.5 MHz, showed no issues. However, using
the trace feature in the uplink (centered at 837.5 MHz), some signal peaks were detected around 837.66 MHz and 840.019 MHz as shown in figure 23
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Figure 23: Dual spectrogram indicating peak on the uplink

After the completion of the survey in the proximity of the site, engineers performed a quick drive with the CellAdvisor and noticed an area of a
street corner with an irregular behavior in the uplink channel. Here the spectrum analysis showed strange peaks with a much narrower bandwidth
than a typical 3G wideband WCDMA channel. This point was registered on the map, and the AntennaAdvisor solution with a high gain directional
antenna was connected to the CellAdvisor to obtain the behavior of the uplink channel. Suddenly, interference signals as high as -60 dBm in both
uplink channels were observed. Now the team was confident that they had detected the interference source and were close to pinpointing the
source.

Figure 24: Validation of the interference in the uplink carriers
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Further analysis indicated that the interference was intermittent across the spectrum as shown in figures 24 and 25. Intermittent interference
is much harder to isolate, but with the right tools, hunting interference is not that difficult. By using the auto save feature of the CellAdvisor,
engineers were able capture video of the spectrum, and with the help of the JDViewer tool installed on a laptop, engineers were able to perform a
deep analysis of the captured spectral data indicating interference signal going as high as -40 dBm, with a gap of almost 600 kHz between them
as shown in figure 25.

Figure 25: Carrier analysis with JDViewer.

Using the spectrogram feature of the CellAdvisor, the intermittent nature of the interference can be clearly observed.

Figure 26: Spectrogram for the UL carrier in CellAdvisor and in JD viewer
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Locating the Interference Source
Using CellAdvisor with the AntennaAdvisor solution, the engineers chose strategic points to measure and record the azimuth of the highest
magnitude of the interfering signal. After making a few measurements on foot, an approximate search radius of 28 meters was identified for
locating the interfering source.

Figure 27: First mark on the map to triangulate interference source

Figure 28: Triangulation of the interference source
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Searching the identified area, engineers discovered a cluster of residential buildings with lot of different antennas installed on the roofs. One of
these antennas was transmitting the interfering signal, and it was pointing directly to the base station sector, desensitizing the uplink channel.

Conclusion

Figure 29: Google Earth location of the affected sector and
the interference source.

As discussed earlier, interference hunting is not a trivial process, but having the right set of tools and training greatly helps in reducing the time and
effort it takes to identify, detect, and locate interference.
In this case, ariesoGEO greatly reduced the drive test time by identifying key areas of potential interference, while CellAdvisor and AntennaAdvisor
helped in quickly locating the interference source, saving the service provider significant time, manpower, and money, and enabling the service
provider to improve the end user experience.

Viavi’s Interference Hunting Solutions
Viavi has been working closely with service providers to develop the best and most efficient interference hunting solutions. Drastically improving
the overall interference hunting process saves operators significant time and money. At every step of the interference hunting process (detection,
identification and location), we offer the most efficient solution.
CellAdvisor Base Station Analyzer (BSA)
The CellAdvisor product portfolio offers a comprehensive solution for effectively testing any cell site. The combined functionality includes spectrum
analysis, interference analysis, cable and antenna analysis, power meter, channel scanner, RFoFiberTM (RFoCPRI and RFoOBSAI), and signal analysis.
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RAN Interference Location (RANIL)
Viavi’s unique RAN-IL capability allows operators to find and resolve interference issues faster using the CellAdvisor BSA powered by insight from
the ariesoGEO platform. RAN-IL captures and analyzes KPIs such as dropped calls and high mobile transmission power, revealing localized areas of
potential interference. Correlating insight from ariesoGEO with the CellAdvisor lets technicians quickly and precisely identify locations affected by
interference. RAN-IL significantly speeds locating interference and ensures an optimal customer experience.

AntennaAdvisor
AntennaAdvisor, along with CellAdvisor BSA, is a simple to use handheld tool that allows technicians at any skill level to quickly identify and isolate
RF interference. With a wide frequency coverage (up to 6 GHz), AntennaAdvisor helps field technicians working in the cellular spectrum to quickly
identify and isolate interference issues.

23 Interference Hunting

InterferenceAdvisorTM
InterferenceAdvisor, Viavi’s new, fully automated interference hunting solution, is the most user-friendly solution available today. Simple to set
up and completely intuitive, InterferenceAdvisor allows one RF engineer to easily identify and locate an interference source in hours with minimal
effort: voice prompts simply direct the engineer to the source of interference.
InterferenceAdvisor is versatile tool that can help in isolating all types of RF interference for common cellular channels.
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